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1 Introduction 
1.1 Subject of research 

 Blockchain technology was introduced in 2008 with the publication of Satoshi Nakamoto's 

paper - "Bitcoin: a peer-to-peer electronic cash system" [1]. Blockchain technology was first 

used in the cryptocurrency Bitcoin. The first Bitcoin transactions took place in January 2009. 

Apart from their use in the economic domain, bitcoin and blockchain technology solve 

important problems in informatics and computer technology that has been an obstacle to 

building a functional digital monetary system for years. With this technology, the problem of 

double use is solved, i.e. the risk that the cryptocurrency can be used two or more times is 

eliminated. Virtual currency developers must prevent users from being able to spend their funds 

more than once.  

The interest of enterprises, industries and governments around the world in blockchain 

technology is high, as the application of this technology is much larger than the domain of 

cryptocurrencies. The research subject of this dissertation is defined as the research, application 

and improvement of financial operations using blockchain technology with the integration of 

machine learning algorithms. The construction and way of functioning of blockchain 

technology have been explored in more detail. New solutions have been explored in areas 

where big data is used that can be created by applying blockchain technology: healthcare, 

medicine, decentralized protection of personal data, digital property, the Internet of Things, 

digital identity, financial services and infrastructure, electronic trade, education system, 

knowledge sharing, insurance, food industry, accounting, auditing and electronic voting. In 

particular, the random forest algorithm implemented in a model created in the R programming 

language for predicting the volatility of the bitcoin value is investigated. 

1.2 Organization of the doctoral dissertation 

 This doctoral dissertation is structured by 7 chapters, which cover the description, 

characteristics and application of blockchain technology. Furthermore, machine learning 

algorithms and evaluation metrics are explained, as well as the implementation of machine 

learning algorithms and their analysis in order to improve performance in predicting bitcoin 

volatility.  

The first chapter provides the introduction, while the second chapter describes the research 

subject of this dissertation, blockchain technology as the basis of the Bitcoin cryptocurrency. 

The features of blockchain technology and the possibility to avoid intermediaries are described. 

The application of blockchain technology in various fields is described in more detail.  

In the third chapter, the emphasis is on machine learning algorithms and their application. There 

is a model in which certain parameters are defined, and learning is performed to optimize the 

parameters of the model by using a training set or experience. Only then can the model be 

predictive, i.e. make assumptions about the future, or become descriptive, i.e. gain knowledge 

from the data.  

The fourth chapter outlines the implementation of the Ensemble Random Forest algorithm 

to improve the performance of Bitcoin volatility prediction in the R programming language. 

This chapter also describes the metrics for evaluating the model.  
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The fifth chapter shows the results obtained by applying the model that was created in the 

R programming language by applying blockchain technology in combination with machine 

learning. The following chapter analyzes the results obtained when using the model in 

situations using a different number of trees, a different division of the training and testing sets, 

and choosing a different number of horizons when predicting bitcoin volatility. The results 

arising from the research carried out in this doctoral dissertation can directly affect the daily 

application in predicting the volatility of the value of Bitcoin, and thus would also affect the 

improvement of financial services. 

The conclusion and directions for future work are described in the seventh chapter.  

The abstract summarizes the contributions of the doctoral thesis. It has the same structure 

as the doctoral dissertation and consists of the same 7 chapters in abbreviated form, 

emphasizing the research methodology, the achieved results and their validation. 

2 Blockchain technology 

"Block-chain" is a coined word made up of the words "block" and "chain". Blockchain is a 

distributed replicated database organized in the form of a single linked list - a chain, where 

nodes are blocks of transaction data. To connect the blocks, cryptographic algorithms, namely 

a hash function, are used in such a way that it is impossible to change the content of one block 

without changing the content of all the blocks that follow it. This is a very important feature of 

blockchain technology, as it ensures the immutability of the data entered into it. Blockchain 

technology enables digital transactions without intermediaries.  

2.1 Characteristics of blockchain technology 

In a blockchain, ledgers are distributed across the entire network and there is no need for an 

intermediary to be in the middle of a transaction. The technology maintains multiple copies of 

data, similar to a peer-to-peer file-sharing system. Each node gets a copy of the entire database. 

Blockchain technology enables the secure transfer of money, funds and information over the 

Internet, without a third-party organization as an intermediary [3]. It can securely store 

transactions such as digital cryptocurrencies or data/information about debt, royalties, equity 

and digital assets. The stored information cannot be easily forged and manipulated because it 

requires the individual approval of all distributed nodes. This significantly reduces the trust 

and accounting costs that typically exist in non-digital economies and other social activities. 

The blockchain data structure is shown in figure 1 [86].  

A block can be thought of as a data container. In the case of the Bitcoin blockchain, each 

block contains data (such as Bitcoin transactions), block headers, block identifiers and Merkle 

trees. The body of the blockchain houses a part of the Merkle hash tree which can be a binary 

tree or a multitree in the data structure. Specifically, the data or information is recorded as a 

hash value stored in the body of the block, and the generated root through the Merkel tree hash 

process will be written in the block header [5]. 
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Figure 1. The blockchain data structure [86]. 

Depending on the access permission, blockchains are categorized into the following 

categories [41]: public blockchains, private blockchains and hybrid blockchains. 

2.1.1 Mining  

When creating a block, nodes confirm transactions, and it is the job of miners to package 

transactions previously confirmed by nodes into blocks. There are certain rules for creating 

blocks [100]: 

• all miners in the world compete in creating blocks.  

• a block cannot be larger than 1 megabyte (MB), so the number of transactions that can fit 

in a block is limited.  

• when someone proposes a winning block, they will send it to others in the peer-to-peer 

network with peer-to-peer access for verification. If the nodes determine that the block is valid, 

it is added to the blockchain.  

• the winner receives 12.5 bitcoins + commission for all transactions entered into that block 

(commissions are paid, because the number of transactions that are candidates to enter the block 

is greater than the capacity of the block, and miners choose those transactions with larger 

commissions in order to earn more income).  

• once a new block is added, the race starts again and everyone tries to be the first to create 

the next valid block.  

• the winner is the one who first creates a block whose hash is less than a given number. The 

given number is directly related to the mining difficulty. The higher the number of miners and 

their aggregate processing power, the higher the weight and the lower the number.  

• this set number is automatically adjusted so that blocks are created on average every 10 

minutes. Adjustment is performed every 2016 blocks, which is an average of 2 weeks [101]. If 
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the processing power of the network increased in the previous 2016 blocks, that number will 

decrease. If the processing power decreases, this number will increase.  

• every 4 years, the miners' reward is halved. In the first 4 years, the reward was 50 bitcoins 

per block, then it dropped to 25 bitcoins per block, and currently, it is 12.5 bitcoins per block 

[101]. 

3 Machine learning  

Machine learning is a scientific field that gives computers the ability to learn without being 

explicitly programmed [97]. A computer program is said to learn from experience E concerning 

a particular task T and a particular performance measure P if its performance P on task T 

improves with experience E [98]. 

Well-known machine learning algorithms are the k-nearest neighbors (k-NN) algorithm, 

artificial neural networks, random forests, support vector machines, the Naïve Bayesian 

classifier, and so on.  

3.1 Overview of machine learning algorithms  

Machine learning systems can be classified according to the amount and type of supervision 

they receive during the training. There are three main categories: supervised learning, 

unsupervised learning and reinforcement learning [69]. 

3.1.1 Supervised learning 

In supervised learning, the desired output for the model is already known. It is presented 

with only an input example and has to learn to produce the predicted output [68]. 

Random forests  

The Random Forest is a supervised learning algorithm used for both regression and 

classification. It is among the most popular machine learning algorithms due to its high 

flexibility and easy implementation. Consisting of multiple decision trees, just as a forest has 

many trees, each tree represents one vote in most decisions. Coincidence in this algorithm is 

used to improve its accuracy and reduce overload, which can be a huge question for such a 

sophisticated algorithm. These algorithms make a decision based on a random selection of data 

samples and receive predictions from each tree. After that, they choose the best sustainable 

solution through votes. The purpose of this method is to reduce the variance of the final model. 

It forms the basis of the Boruta algorithm, which selects vital features in a database. The 

principle of operation is as follows: it is assumed that the database has "m" characteristics, and 

the random forest will randomly select "k" from them, where k <m. Next, the algorithm will 

calculate the root node between the k-features by selecting the node that has the highest gain 

of information. After that, the algorithm divides the node into child nodes and repeats this 

process n times. You get a forest with trees. Finally, the results of all decision trees present in 

the forest are combined. It is certainly one of the most sophisticated algorithms because it is 

based on the functionality of decision trees. Technically, it is an ensemble algorithm. The 
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algorithm generates individual decision trees through an attribute selection indication. Each 

tree relies on an independent random sample. In a classification problem, each tree votes and 

the most popular class is the end result. On the other hand, in a regression problem, the average 

of all trees’ outputs is calculated and this will be the end result [62]. 

4 A model predicting the time series of realized volatility of the market 

price of Bitcoin  

The doctoral dissertation predicts the realized volatility of Bitcoin. Realized volatility is a 

measurement of the variability of returns for an investment product by examining its historical 

values over a period of time. It is obtained from the realized variance and was introduced by 

Barndorff-Nielsen and Shephard (2002). An evaluation of the degree of uncertainty and/or 

possible financial loss/gain from an investment in a business can be calculated using 

volatility/variability in the entity's share prices. The most common method of estimating 

variability in statistics is by calculating the standard deviation, i.e. variation in values from the 

mean. 

This dissertation predicts the realized volatility of bitcoin.  High-variance daily data is used 

by analysts to estimate hourly/daily/weekly or monthly frequency levels. The data can then be 

used to estimate volatile sales movement. During the analysis, data whose frequency is 1 hour 

from the Gemini platform were taken [73] and then using that data, the realized volatility is 

calculated with a daily frequency. The Gemini exchange tracks and creates files for daily, 

hourly and minute data on the prices of the time series for the physical market for pairs, US 

dollar (USD) and the most popular cryptocurrencies such as bitcoin, etherium, lightcoin and 

others. Each file can be downloaded in .csv format. In each file, there is OHLC (Open / High / 

Low / Close) pricing data that is updated daily. For the purposes of this dissertation, granular 

hourly data are taken back to 2015 for bitcoin/dollar. The estimation of variability is calculated 

by measuring the standard deviation from the average price of the monitored object in a given 

period of time. Because volatility is nonlinear, the realized variance is first measured by 

translating the values taken from the stock market into logarithmic values and then calculating 

the standard deviation. The variances in the daily values are calculated as shown below [71]: 

                                          rt = log(Pt) − log(Pt−1)                                                           (4.1) 

 

where P is the market price of bitcoin and t is the time period/moment. 

This approach assumes the mean to be set to zero, considering the upside and downside 

trend in the movement of stock prices. In the next step, the realized variance is calculated by 

calculating the sum of the squares of the standard deviation:  

 

                             Realized_variance 𝑡 = ∑ 𝑟𝑡
2𝑛

𝑖=1                                                           (4.2)                                                                                           

 

where n is the number of observations, which in this case is 24 (number of hours in a day), 

and t is the time period (calculated for each day). The next step is to calculate the realized 

volatility, which is the square root of the realized variance:  

                             Realized_volatility𝑡 = √∑ 𝑟𝑡
2𝑛

𝑖=1                                                        (4.3) 
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To calculate the realized volatility of Bitcoin, an application was created in the R 

programming language, which first loads the hourly Bitcoin market price data downloaded 

from the Gemini platform, using the read.csv() function. A date sequence is then added using 

the seq function, defining a start and end time point with a frequency of 1 hour. "08-10-2015 

13:00:00" is taken as the start date in the time series, and "12-01-2022 12:00:00" is taken as 

the end date. The calculations take the closing price of Bitcoin and leave out other data. The 

logarithmic values of the bitcoin price are calculated to make the results more accurate. Then 

the squares of the standard deviation are calculated in a new vector that is concatenated with 

the other data. That vector is filled with the standard deviation in each hour shown in equation 

(4.1). The squares of the standard deviation are then calculated in a new vector and 

concatenated with the other data. Using the library (dplyr) creates a new column that has a 

unique date for each day. It is an identification column, so later using the group_by, sum and 

arrange functions, the squares of the standard deviation corresponding to one date for one day 

are summed, so that we get the realized variance (4.2). Using the sqrt() function, the realized 

volatility in daily frequency is calculated (4.3).  

For the needs of the research, free data is downloaded from the website 

https://www.blockchain.com/charts in .csv format for the last 3 years for 9 features of bitcoin. 

The following characteristics were used: miner revenue divided by the number of transactions, 

miner revenue as a percentage of transaction volume, total estimated USD value of blockchain 

transactions, total USD value of block rewards and transaction fees that are paid to miners, the 

total number of confirmed transactions per day, the average number of transactions per block 

in the past 24 hours, the total value of all outgoing transactions per day, the total USD value of 

trading volume on major Bitcoin exchanges, and the total value in USD on all transaction fees 

paid to miners. 

All the data for the properties with the read.csv() command are loaded into separate 

variables in the R program package. Then all the data is loaded into a data table with the 

command data.frame(). The volatility of bitcoin is added to that data, which was previously 

calculated with data downloaded from the cryptocurrency exchange platform 

www.gemini.com. To be able to recognize the time period in R, a variable date has been added. 

Once the database is complete, some transformations need to be made to balance the data to 

begin data analysis. For this purpose, a logarithm should be applied to each bitcoin-dependent 

characteristic. With this transformation, each vector x is replaced by its natural logarithm with 

a function in R, log(x). This transformation is done so that the results of statistical analysis can 

become more accurate.  

To prepare the data for machine learning, the data is normalized. The purpose of the 

normalization is to adjust the values of the numeric columns in the database to a standard scale, 

without distorting the variations in the range of values. Data normalization is only required 

when features in a database have different ranges. There are different ways to normalize data. 

The min-max normalization method is selected. The data is normalized to have values between 

0 and 1. The formula for min-max is given as:  

𝑥𝑖
′ =

𝑥𝑖 − min (𝑥)

max (𝑥) − min (𝑥)
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A machine learning algorithm is used to predict the realized bitcoin volatility. The 

randomForest algorithm is selected, which is included in the ensemble's learning methods. 

Ensemble learning is a type of supervised learning technique where the basic concept is to 

generate several training models and then simply combine their output rules or their Hx 

hypothesis, construct a strong model that works very well, does not overload and also balances 

bias and variance Bias-Variance Tradeoff.  

The idea is that instead of creating a single complicated and complex model that could have 

a large variance that leads to overload or be too simple and have a large bias that leads to 

insufficient fit, many training models can be generated in the training set, which eventually 

combines. One such technique is the random forest, which is a common joining technique used 

to improve the predictive outcome of decision trees by averaging them to reduce tree variance. 

In this algorithm, only a random subset of m predictors is used whenever we split into a training 

set and a test set. The number of randomly selected variables to create each tree is the main 

setting parameter in random forests. You can change the number of trees, but it is usually not 

important to predict [75]. Turning off some of the predictors makes sense, as the result would 

be that each tree uses different predictors. This implies that 2 trees generated on the same 

training data will have randomly different variables selected in each division so that the trees 

will be unrelated and independent of each other. The final result of the ensemble model is 

determined by counting the majority of votes from all decision trees. This concept is known as 

bagging. Since each decision tree takes a different set of training data as input, deviations in 

the original training data set do not affect the final result obtained by aggregating the decisions 

from each tree. Therefore, bagging as a concept reduces the variance without changing the bias 

of the complete ensemble. 

The algorithm for predicting bitcoin volatility uses the forecastML package in the 

programming language R. When using machine learning algorithms, the model is first 

generated using training data, and then values for the test data are predicted. Once the data is 

ready, the next step in the research is to divide the data into a training set and a test set. The 

data used to predict the volatility of bitcoin contain 1095 observations, starting from 

14.01.2019 to 12.01.2022. In the initial analysis the first 995 observations are taken for the 

training set, and the remaining 100 observations are used as a test set. 

The forecasting method uses three different forecasting horizons. These different horizons 

are used to be able to predict in the short and long term, in order to combine the predictions in 

the final forecast and thus minimize the error. The randomForest function is then defined with 

its arguments.  

The first step in the prediction process is to create some validation windows to perform 

nested cross-validation. Next, we train our model and present the predictions, residuals, and 

some error metrics. The test set is then predicted using the validation windows and the actual 

versus predicted values are displayed. In the beginning, the size of each forecast horizon is 

defined. Horizon is an argument to the create_lagged_df() function that creates the training 

model and prediction dataset. A horizon represents a numeric vector of one or more forecast 

horizons, measured in rows of data. If dates are given, a horizon of value 1 would equal 

1*frequency in calendar time [103]. In the initial analysis the first horizon is 20 steps ahead, 

the second is 50 steps forward and the last is 100 steps forward. The horizons to be predicted 

are chosen, and the view through certain time steps in the past is also chosen. 
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Then by using the create_lagged_df() function, based on the entered data and the horizon 

and view arguments, the required data list is created. Then, with the create_windows() function, 

indexes are created to train the training database. Validation datasets are created in adjacent 

blocks with a window length of 95, to mimic forecasts over multi-step forecast horizons, as 

opposed to randomly selected rows. Ten validation windows are created. This means that for 

each direct forecast horizon, 10 models will need to be trained, each theoretically selecting 

different optimal hyperparameters and having different coefficients from the internal cross-

validation process. The randomForest() function is then defined. The number of trees 

ntree  = 200 and importance = TRUE are used in the arguments. To begin with, a large number 

of trees are set up to decide the exact number of trees to be used in the final function and the 

importance of the variables is used so that we can understand which variables affect the 

volatility of bitcoin. 

5 Results 

The importance of the variables used in the prediction is presented on figure 2, where 

%IncMSE indicates the percent increase in mean square error and IncNodePurity indicates the 

increase in node purity. The percentage increase in the mean squared error (%IncMSE) is the 

most effective method for identifying important variables in the random forest algorithm. A 

higher value of %IncMSE represents the higher importance of the variable. The second 

important measure, IncNodePurity refers to the loss function, which is selected from the best 

splits. The loss function is MSE for regression and Gini-impurity for classification [103]. 

From figure 2, it can be noted that of the selected features, the most important is 

cost.per.transaction in percentage wise increase in mean square error and the increase in node 

purity. 

 

Figure 2. Importance of the properties of bitcoin generated by R. 
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Figure 3. Graphic representation of the error depending on the number of trees. 

 

Figure 3 shows the error of each model depending on the number of trees. The curve of the 

graph is in the shape of an elbow. With the function which.min(model_imp$mse) it is 

calculated that the smallest error is obtained for 186 trees [104]. As can be seen from the graph, 

initially the error decreases very quickly as the number of trees increases, but after proximately 

50 trees the reduction in error is almost negligible. To avoid overload by using multiple trees 

it is chosen to use 50 trees in a given trial. 

Next, the train_model() function is used, which will train a total of  

30 models = 10 validation windows 3﮲ forecast horizons, 

because validation windows are used, 10 forecasts are obtained for each forecast horizon. A 

prediction function is then defined using predict(). 

The following figure 4 shows the standard errors in the training set:  

 

 

Figure 4. Standard set errors in the training set generated by R. 

The next step is to make a prediction when the test set will be applied. The function 

create_lagged_df() with type = “forecast” is used. Using the predict() function, predictions are 

made using the same model that was trained earlier, but this time the predicted values 

correspond to the test set. The error metrics for the test set by horizon predicted versus actual 

values are shown in Table 1. The mean average errors are presented in Table 2. 
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Table 1. Test set standard errors using different horizons and validation windows. 

Prediction 

horizon in the 

model 

Mean 

absolute 

error (MAE) 

The absolute 

percentage error 

(МАPЕ) 

The median 

absolute percentage 

error (MDAPE) 

The symmetric mean 

absolute percentage 

error (sMAPE) 

20 0.009 32.73 25.074 26.351 

50 0.009 37.902 31.734 29.358 

100 0.012 48.656 37.467 35.971 

 

Table 2. Test set mean standard errors using a different test set validation horizons and 

windows. 

Mean value MAE Mean value MAPE Mean value sMAPE 

0.009 37.826 29.358 

 

In the second part of the analysis it is necessary to train the model on the entire training 

dataset without nested cross-validation. Without nested cross-validations and holding 

windows, the prediction plot basically fits the model. The next step is to predict the test set and 

again plot the actual versus predicted values and error metrics for the test set. The predictions 

at each horizon are then combined with the predicted values of the test set. The final part is to 

make an out-of-sample forecast for each horizon using the training and test sets and combine 

the out-of-sample forecasts for each horizon again to produce the final combined forecast. 

Next, window_length = 0 is set in create_windows() to produce a database without nested 

cross-validation, with only one window.  

A new model is now being re-trained using only one validation window. Use function 

create_lagged_df() and type = "train" to first predict the training set. By using train_model () 

and predict() again, the model is re-trained and predicted, but this time without validation 

windows.  

The standard prediction errors in the training set with a single validation window are shown 

in the table in figure 5. 

 

Figure 5. Standard errors of the single-window validation training set generated by R. 

After forecasting in the training set, change type = "forecast" in create_lagged_df(), so that 

it is predicted in the test set using the model trained without validation windows. The table 

from figure 6 shows the error metrics of the predicted values in the test set without validation 

windows. 
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Figure 6. R-generated test set standard errors without nested cross-validation. 

If we compare the data in figure 5 and figure 6, it is noticed that the error of the test set is 

bigger compared to the training set. That result is to be expected because test data are not used 

when the model is being trained. The fact that the error in the test set does not become 

extremely large indicates that our model predicts well. The mean absolute error in the training 

set is 0.006 and in the test set is 0.009, which proves that the model has a good prediction. 

According to the random forest algorithm, the next step is to combine the predictions of each 

direct forecast horizon using the combine_forecasts() function. The obtained combined 

forecast scheme is presented in figure 7.  

The command combine_forecasts() predicts 100 steps forward, where different predictions 

will be combined to get a better result. Using the standard type = "horizon", forecasts are 

combined in such a way that short-term forecasts are produced from short-term models and 

long-term forecasts from the long-term model. The final forecast for 100 steps forward is 

obtained as follows: for the first 20 steps the forecast result given by the first model is taken, 

for the forecast from 21 to 50 steps data from the second model are taken and for the forecast 

51 to 100 steps data from the third model are taken forward. 

 
Figure 7. Combined forecasting scheme in a test set. 

The next step according to the random forest algorithm is to make an off-sample prediction. 

In the function create_lagged_df() as arguments are given the data from both training and 

testing sets and type = "forecast" and using the function predict() it is forecasted outside the 

sample, which is presented in figure 8.  
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Figure 8. The combined out-of-sample forecast scheme generated by R. 

The obtained combined forecast scheme outside the sample for 100 steps forward is 

presented in figure 9. The command combine_forecasts() predicts 100 steps forward, where 

different predictions are combined to get a better result. Using the standard type = "horizon", 

forecasts are combined in such a way that short-term forecasts are produced from short-term 

models and long-term forecasts from the long-term model. 

6 Discussion of the obtained results 

In the doctoral dissertation, an analysis of the results obtained with tests was made in the 

case when the training and testing sets are divided on a precisely determined date of the time 

series, and a second case when the data to be taken in the training and testing set is randomly 

selected with the function sample.split() from the caTools library, when predicting bitcoin 

market price volatility. In this part of the research, analyzes of different situations are made, in 

which the root mean square error (RMSE) is additionally measured in order to properly 

evaluate the accuracy of the prediction model. 

In the first case, the results were examined when using a different number of trees in the 

algorithm, for 25, 50 and 100. In this study, a division of the training and testing set was used 

in the ratio 90 % : 10%.  



Mimoza Mijoska 

14 

 

 

 

Figure 9. Mean absolute error (MAE) and root mean square error (RMSE) in the test set without validation 

windows in situations using 25, 50 and 100 trees. 

From the graph in figure 9, it can be observed that the number of trees does not affect the 

displayed errors much. In addition, it can be concluded that a lower error for the model is 

obtained if a fixed partition of the test and training set is used, namely MAE = 0.009, and 

RMSE = 0.011.  

 
Figure 10. Mean absolute percentage error (MAPE), median absolute percentage error (MDAPE) and 

symmetric mean absolute percentage error (sMAPE) using different numbers of trees. 

From the visual display in figure 10, it can be concluded that the absolute percentage error 

(MAPE), the median absolute percentage error (MDAPE) and the symmetrical mean absolute 

percentage error (sMAPE) have significantly lower values when using the division of the 
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error  RMSE

Mean absolute error

MAE -random
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Root mean square
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Mean absolute error (MAE) and root mean square 
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Median absolute
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MDAPE-random

division

Symmetric mean
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error  SMAPE-
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MAPE, MDAPE, sMAPE model estimation errors in the test set 

without validation windows using 25, 50 and 100 trees
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training and testing sets into exact a particular point on the time series. It is concluded that this 

prediction model is better.  

In the following situation, an analysis was made of the results obtained using a different 

division of the training and testing sets, namely for the ratio 90 % : 10 %, 80 % : 20 % and 

66.6 % : 33.3 %.  

 

Figure 11. Mean absolute error (MAE) and root mean square error (RMSE) in the test set without validation 

windows in situations using a different split of the training and test sets. 

From the graph in Figure 11, it can be concluded that the mean absolute error (MAE) and 

root mean square error (RMSE) have the smallest values when the training and test set split 

ratio is 90 % : 10 % with a fixed split of the time series data MAE = 0.009 and RMSE = 0.011. 

From the data shown in the graph in figure 12, it can be concluded that the absolute percentage 

error (MAPE) and the median absolute percentage error (MDAPE) have significantly lower 

values when a fixed division of the training and testing sets is used and a selected ratio of 

66.6 % : 33.3 % and thus it is concluded that this prediction model is better. 

The results obtained using different prediction horizons with 20 – 50 – 100 steps ahead were 

also analyzed using a division of the training and testing sets in the ratio 90 % : 10 %. Then, a 

situation with 7 – 30 – 60 – 180 steps ahead was analyzed using a division of the training and 

testing sets in the ratio 83.5 % : 16.5 %. Next, a third situation with 10 – 30 – 90 – 300 steps 

ahead is considered using a 73 % : 27 % split of the training and testing sets.  
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Figure 12. Mean absolute percentage error (MAPE), median absolute percentage error (MDAPE) and symmetric 

mean absolute percentage error (sMAPE) in situations using different partitioning of the training and test sets. 

From the data shown visually in figure 13, it can be concluded that the values of the errors with 

which we evaluate the model differ slightly. In this case, smaller errors are obtained when the division 

of data into training and testing sets is done on a fixed date. The smallest values were obtained when 

prediction horizons 20 – 50 – 100 and a division ratio of 90 % : 10 % were used, and that MAE = 0.009 

and RMSE = 0.011.  
 

 

 
Figure 13. Mean absolute error (MAE) and root mean square error (RMSE) in the test set without validation windows 

in situations using a different split of the training and test sets and different horizons. 
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Figure 14. Mean absolute percentage error (MAPE), median absolute percentage error (MDAPE) and symmetric 

mean absolute percentage error (sMAPE) in the test set without validation windows in situations using different 

splits of the training and test sets and different horizons. 

From the graph in figure 14, it can be concluded that absolute percentage error (MAPE), 

median absolute percentage error (MDAPE) and symmetric mean absolute percentage error 

(sMAPE) have significantly lower values when using a fixed split of the training and test sets. 

It can also be concluded from the visual display that the errors are smaller when using smaller 

prediction horizons and that is 20 – 50 – 100 steps ahead, thus concluding that this prediction 

model is better. In almost all analyzed situations, smaller errors are obtained when the dataset 

used as input is divided into a precise date of the time series to obtain the training set and the 

test set. 

7 Conclusion  

Using blockchain technology, a system for electronic transactions without intermediaries is 

proposed. The traditional system is incomplete because there is no way to prevent double 

spending. To solve this, there is a peer-to-peer network that uses a "proof-of-work" algorithm 

to keep a public history of transactions. For an attacker to be able to change nodes is 

computationally almost impossible if honest nodes control a majority of the network.  

If you look at how the technology has developed in the past fifteen years, it is noticed that 

this technology is contrary to the logic of cloud computing. In cloud computing, multiple nodes 

can access a single database. These nodes do not necessarily have their private instance of the 

database. Furthermore, nodes that hold copies of the blockchain receive constant updates. 

These nodes are distributed all over the world. Because of this, blockchains have high latency 

(latency represents the time it takes to transfer data across the network). Therefore, scaling 

problems occur. Bitcoin can process about 7 transactions per second. Ethereum comes out with 
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about 20 transactions per second, while Visa can process up to 1700 transactions per second 

[81].  

Blockchain technology could revolutionize the underlying payment system technology and 

credit information systems in banks, upgrading and transforming them. Applications of this 

technology also promote the formation of multi-centric, low-intermediation scenarios, which 

will improve the efficiency of the banking industry. It is worth noting that issues of regulation, 

efficiency and security have always caused extensive debate in the process of any new financial 

innovation. The prospect of integrating this technology into the banking industry is likely to 

emerge soon. This technology can help in many ways by reducing transaction costs by using a 

smart contract that is embedded for the general purpose of simplifying procedures, reducing 

administrative burdens and removing middlemen. Bitcoin is a popular cryptocurrency and has 

been widely researched in economics and computer science.  

The doctoral dissertation used a random forest machine learning algorithm to predict time 

series of realized fluctuations in the stock market price of Bitcoin and investigated whether 

blockchain information could be used to predict the volatility and price of Bitcoin. Many people 

in the world use bitcoin as an investment because of its high volatility and in this way they can 

get huge profits and losses in a short time.  

In the empirical procedure, this dissertation is basically divided into three main parts. In the 

first part, nested cross-validation is used, using 10 validation windows, a prediction for a 

training set and a prediction for a test set. From the calculated errors shown in figure 4 and 

table 2 it can be concluded that the error is not high although validation windows are used. It 

is also concluded that as the horizon becomes longer, so does the error. That result is quite 

normal to get, but it can also be noted that the additional error is not high, which means that 

accurate predictions can be made for longer horizons. 

In the second part of the tests, no validation windows are used, so the model is trained using 

the entire training set. In this way, the matching model is obtained. It is used to complete the 

training of the model and the final prediction. The error metrics using the data in the training 

set and the data in the test set are shown in figure 5 and figure 6, respectively. It is observed 

that the accuracy is higher in the case when no validation windows are used. That is expected, 

the accuracy is much higher because the model is trained with the entire training sample, so 

the prediction ability is better. The errors compared to the error metrics of the first part, where 

validation windows are used, are significantly smaller. Furthermore, the error of the test set 

compared to the training set is not much larger, so the algorithm has the ability to accurately 

predict data not included in the training. Finally, the algorithm has the ability to combine 

forecast horizons to have a better final result and, especially, for long horizons, where the error 

is higher.  

In the empirical procedure, 200 trees are initially selected as the maximum number of trees 

used in the training algorithm. From figure 3 it can be concluded that the greater the number 

of trees, the smaller the error. The smallest error is obtained if 186 trees are used, but from the 

elbow-shaped graph it can be concluded that after 50 trees the error decreases very little, so in 

this research, the number of trees was chosen to be 50 [104]. In this way, the error is reduced, 

but, at the same time, there is no great complexity in the algorithm and the training procedure.  

For forecasting, machine learning methods are used to have better and more accurate results 

compared to traditional forecasting such as autoregressive, vector autoregressive methods, etc. 
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This is also proven by the low errors obtained in the working model in the training and test set. 

This dissertation uses data on Bitcoin characteristics from http://www.blockchain.com/charts 

for the last 3 years. The obtained empirical results show a small prediction error, thus 

concluding that it is justified to use them to examine the price and volatility of Bitcoin. 

The smaller the average absolute error, the better the prediction model. In our model, the 

mean absolute error (MAE) in the training set using 10 validation windows is 0.017, and in the 

test set, the mean absolute error from different horizons is 0.009. The mean absolute error 

(MAE) in the training set without validation windows is 0.006 and in the test set is 0.009. It 

can conclude that if in real data the volatility of Bitcoin is large, then the prediction error will 

be larger. From the example shown, it can be concluded that the data prediction error is smaller 

when the forecast horizon is shorter and when the variability is lower. 

In the third part of the tests, analyzes of different situations are made, in which the root mean 

square error (RMSE) is additionally measured in order to properly evaluate the accuracy of the 

prediction model. First, situations in which different numbers of trees are taken, namely 25, 50 

and 100, were examined. Each example was examined first in a fixed division of the time series, 

and then with a random division of the training and testing set. The statistical errors MAE, 

RMSE, MAPE, MDAPE, sMAPE were examined for all 4 cases: training set with validation 

windows, test set with validation windows, training set without validation windows, and test 

set without validation windows. From the results shown in figure 9, it can be concluded that 

the MSE and RMSE are not large and differ slightly when testing using different numbers of 

trees. It is also concluded that a lower error for the model is obtained if a fixed split of the test 

and training sets is used, namely MAE = 0.009, and RMSE = 0.011, when using 25 and 50 

trees. 

The next step in the tests are situations in which a different ratio is taken when dividing the 

training and testing sets, namely 90 % : 10 %, 80 % : 20 % and 66.6 % : 33.3 %. Each example 

is examined first in a fixed split of the time series and then with a random split of the training 

and test sets. Statistical errors MAE, RMSE, MAPE, MDAPE, sMAPE for all 4 cases, sets with 

validation windows and sets without validation windows are examined. From the results 

shown, it is concluded that the MSE and RMSE have small values, which indicates the fact that 

the model for predicting the volatility of Bitcoin is good. From the visual display in figure 11, 

it can be concluded that according to the value of the errors for model evaluation, it is best to 

use a division of the data set in the ratio 90 % : 10 % with a fixed division of the time series.  

In the third part of the empirical procedure, tests were carried out where different values 

were taken for the prediction horizons with values: 20 – 50 – 100, next 7 – 30 – 60 – 180, and 

the third group 10 – 30 – 90 – 300 for all 4 cases, sets with validation windows and sets without 

validation windows. From the obtained results it is concluded that all evaluation errors have 

satisfactory values. Smaller values were obtained with smaller horizon values, which is 

expected. And in this case, the errors obtained when dividing the time series into a set for 

training and testing with a fixed date are used, and therefore it is recommended to use such a 

model in regression analysis.  

With the tests done, it can be said that blockchain technology can be successfully used to 

improve financial services, such as predicting the volatility of Bitcoin, which is becoming more 

and more popular every day for people who want to invest in this cryptocurrency.  
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In this dissertation, the volatility of the market price of bitcoin is modeled as a basis for 

measuring the risk factor in financial services using blockchain technology. Predicting the 

change in the value of bitcoin improves the operation of financial services and reduces the risk 

factor when investing, working on stock exchanges, saving, etc.  

This model can also be useful for detecting anomalies and fraudulent activities in financial 

operations. When the actual price behavior of a cryptocurrency changes significantly from the 

modeled behavior, it can indicate the effect of external factors such as major global events as 

well as fraudulent activities. Further research could examine whether there are any 

macroeconomic or financial variables and indices that affect bitcoin volatility. In this paper, a 

specific machine learning algorithm, random forests, is chosen to predict the time series of 

realized volatility of Bitcoin. The same procedure can be done using another machine learning 

algorithm such as neural networks, support vector machines, logistic regression, lasso, k-

nearest neighbor regression, etc. Additionally, one can examine which of these algorithms predicts 

with greater accuracy. Different types of variability can be examined as dependent variables of 

the model, or different types of methodology in which the prediction will not be a time series, 

i.e. regression, but classification where the prediction is made using an increasing or decreasing 

categorical variable.  
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