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1 Introduction
1.1 Subject of research
Blockchain technology was introduced in 2008 with the publication of Satoshi Nakamoto's
paper - "Bitcoin: a peer-to-peer electronic cash system" [1]. Blockchain technology was first
used in the cryptocurrency Bitcoin. The first Bitcoin transactions took place in January 2009.
Apart from their use in the economic domain, bitcoin and blockchain technology solve
important problems in informatics and computer technology that has been an obstacle to
building a functional digital monetary system for years. With this technology, the problem of
double use is solved, i.e. the risk that the cryptocurrency can be used two or more times is
eliminated. Virtual currency developers must prevent users from being able to spend their funds
more than once.
The interest of enterprises, industries and governments around the world in blockchain
technology is high, as the application of this technology is much larger than the domain of
cryptocurrencies. The research subject of this dissertation is defined as the research, application
and improvement of financial operations using blockchain technology with the integration of
machine learning algorithms. The construction and way of functioning of blockchain
technology have been explored in more detail. New solutions have been explored in areas
where big data is used that can be created by applying blockchain technology: healthcare,
medicine, decentralized protection of personal data, digital property, the Internet of Things,
digital identity, financial services and infrastructure, electronic trade, education system,
knowledge sharing, insurance, food industry, accounting, auditing and electronic voting. In
particular, the random forest algorithm implemented in a model created in the R programming
language for predicting the volatility of the bitcoin value is investigated.

1.2 Organization of the doctoral dissertation
This doctoral dissertation is structured by 7 chapters, which cover the description,
characteristics and application of blockchain technology. Furthermore, machine learning
algorithms and evaluation metrics are explained, as well as the implementation of machine
learning algorithms and their analysis in order to improve performance in predicting bitcoin
volatility.
The first chapter provides the introduction, while the second chapter describes the research
subject of this dissertation, blockchain technology as the basis of the Bitcoin cryptocurrency.
The features of blockchain technology and the possibility to avoid intermediaries are described.
The application of blockchain technology in various fields is described in more detail.
In the third chapter, the emphasis is on machine learning algorithms and their application. There
is a model in which certain parameters are defined, and learning is performed to optimize the
parameters of the model by using a training set or experience. Only then can the model be
predictive, i.e. make assumptions about the future, or become descriptive, i.e. gain knowledge
from the data.
The fourth chapter outlines the implementation of the Ensemble Random Forest algorithm
to improve the performance of Bitcoin volatility prediction in the R programming language.
This chapter also describes the metrics for evaluating the model.
2
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The fifth chapter shows the results obtained by applying the model that was created in the
R programming language by applying blockchain technology in combination with machine
learning. The following chapter analyzes the results obtained when using the model in
situations using a different number of trees, a different division of the training and testing sets,
and choosing a different number of horizons when predicting bitcoin volatility. The results
arising from the research carried out in this doctoral dissertation can directly affect the daily
application in predicting the volatility of the value of Bitcoin, and thus would also affect the
improvement of financial services.
The conclusion and directions for future work are described in the seventh chapter.
The abstract summarizes the contributions of the doctoral thesis. It has the same structure
as the doctoral dissertation and consists of the same 7 chapters in abbreviated form,
emphasizing the research methodology, the achieved results and their validation.

2

Blockchain technology

"Block-chain" is a coined word made up of the words "block" and "chain". Blockchain is a
distributed replicated database organized in the form of a single linked list - a chain, where
nodes are blocks of transaction data. To connect the blocks, cryptographic algorithms, namely
a hash function, are used in such a way that it is impossible to change the content of one block
without changing the content of all the blocks that follow it. This is a very important feature of
blockchain technology, as it ensures the immutability of the data entered into it. Blockchain
technology enables digital transactions without intermediaries.

2.1 Characteristics of blockchain technology
In a blockchain, ledgers are distributed across the entire network and there is no need for an
intermediary to be in the middle of a transaction. The technology maintains multiple copies of
data, similar to a peer-to-peer file-sharing system. Each node gets a copy of the entire database.
Blockchain technology enables the secure transfer of money, funds and information over the
Internet, without a third-party organization as an intermediary [3]. It can securely store
transactions such as digital cryptocurrencies or data/information about debt, royalties, equity
and digital assets. The stored information cannot be easily forged and manipulated because it
requires the individual approval of all distributed nodes. This significantly reduces the trust
and accounting costs that typically exist in non-digital economies and other social activities.
The blockchain data structure is shown in figure 1 [86].
A block can be thought of as a data container. In the case of the Bitcoin blockchain, each
block contains data (such as Bitcoin transactions), block headers, block identifiers and Merkle
trees. The body of the blockchain houses a part of the Merkle hash tree which can be a binary
tree or a multitree in the data structure. Specifically, the data or information is recorded as a
hash value stored in the body of the block, and the generated root through the Merkel tree hash
process will be written in the block header [5].

3

Mimoza Mijoska

Figure 1. The blockchain data structure [86].

Depending on the access permission, blockchains are categorized into the following
categories [41]: public blockchains, private blockchains and hybrid blockchains.

2.1.1 Mining
When creating a block, nodes confirm transactions, and it is the job of miners to package
transactions previously confirmed by nodes into blocks. There are certain rules for creating
blocks [100]:
• all miners in the world compete in creating blocks.
• a block cannot be larger than 1 megabyte (MB), so the number of transactions that can fit
in a block is limited.
• when someone proposes a winning block, they will send it to others in the peer-to-peer
network with peer-to-peer access for verification. If the nodes determine that the block is valid,
it is added to the blockchain.
• the winner receives 12.5 bitcoins + commission for all transactions entered into that block
(commissions are paid, because the number of transactions that are candidates to enter the block
is greater than the capacity of the block, and miners choose those transactions with larger
commissions in order to earn more income).
• once a new block is added, the race starts again and everyone tries to be the first to create
the next valid block.
• the winner is the one who first creates a block whose hash is less than a given number. The
given number is directly related to the mining difficulty. The higher the number of miners and
their aggregate processing power, the higher the weight and the lower the number.
• this set number is automatically adjusted so that blocks are created on average every 10
minutes. Adjustment is performed every 2016 blocks, which is an average of 2 weeks [101]. If

4

Improving the performance of financial services using blockchain technology

the processing power of the network increased in the previous 2016 blocks, that number will
decrease. If the processing power decreases, this number will increase.
• every 4 years, the miners' reward is halved. In the first 4 years, the reward was 50 bitcoins
per block, then it dropped to 25 bitcoins per block, and currently, it is 12.5 bitcoins per block
[101].

3

Machine learning

Machine learning is a scientific field that gives computers the ability to learn without being
explicitly programmed [97]. A computer program is said to learn from experience E concerning
a particular task T and a particular performance measure P if its performance P on task T
improves with experience E [98].
Well-known machine learning algorithms are the k-nearest neighbors (k-NN) algorithm,
artificial neural networks, random forests, support vector machines, the Naïve Bayesian
classifier, and so on.

3.1 Overview of machine learning algorithms
Machine learning systems can be classified according to the amount and type of supervision
they receive during the training. There are three main categories: supervised learning,
unsupervised learning and reinforcement learning [69].

3.1.1 Supervised learning
In supervised learning, the desired output for the model is already known. It is presented
with only an input example and has to learn to produce the predicted output [68].
Random forests
The Random Forest is a supervised learning algorithm used for both regression and
classification. It is among the most popular machine learning algorithms due to its high
flexibility and easy implementation. Consisting of multiple decision trees, just as a forest has
many trees, each tree represents one vote in most decisions. Coincidence in this algorithm is
used to improve its accuracy and reduce overload, which can be a huge question for such a
sophisticated algorithm. These algorithms make a decision based on a random selection of data
samples and receive predictions from each tree. After that, they choose the best sustainable
solution through votes. The purpose of this method is to reduce the variance of the final model.
It forms the basis of the Boruta algorithm, which selects vital features in a database. The
principle of operation is as follows: it is assumed that the database has "m" characteristics, and
the random forest will randomly select "k" from them, where k <m. Next, the algorithm will
calculate the root node between the k-features by selecting the node that has the highest gain
of information. After that, the algorithm divides the node into child nodes and repeats this
process n times. You get a forest with trees. Finally, the results of all decision trees present in
the forest are combined. It is certainly one of the most sophisticated algorithms because it is
based on the functionality of decision trees. Technically, it is an ensemble algorithm. The
5
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algorithm generates individual decision trees through an attribute selection indication. Each
tree relies on an independent random sample. In a classification problem, each tree votes and
the most popular class is the end result. On the other hand, in a regression problem, the average
of all trees’ outputs is calculated and this will be the end result [62].

4

A model predicting the time series of realized volatility of the market
price of Bitcoin

The doctoral dissertation predicts the realized volatility of Bitcoin. Realized volatility is a
measurement of the variability of returns for an investment product by examining its historical
values over a period of time. It is obtained from the realized variance and was introduced by
Barndorff-Nielsen and Shephard (2002). An evaluation of the degree of uncertainty and/or
possible financial loss/gain from an investment in a business can be calculated using
volatility/variability in the entity's share prices. The most common method of estimating
variability in statistics is by calculating the standard deviation, i.e. variation in values from the
mean.
This dissertation predicts the realized volatility of bitcoin. High-variance daily data is used
by analysts to estimate hourly/daily/weekly or monthly frequency levels. The data can then be
used to estimate volatile sales movement. During the analysis, data whose frequency is 1 hour
from the Gemini platform were taken [73] and then using that data, the realized volatility is
calculated with a daily frequency. The Gemini exchange tracks and creates files for daily,
hourly and minute data on the prices of the time series for the physical market for pairs, US
dollar (USD) and the most popular cryptocurrencies such as bitcoin, etherium, lightcoin and
others. Each file can be downloaded in .csv format. In each file, there is OHLC (Open / High /
Low / Close) pricing data that is updated daily. For the purposes of this dissertation, granular
hourly data are taken back to 2015 for bitcoin/dollar. The estimation of variability is calculated
by measuring the standard deviation from the average price of the monitored object in a given
period of time. Because volatility is nonlinear, the realized variance is first measured by
translating the values taken from the stock market into logarithmic values and then calculating
the standard deviation. The variances in the daily values are calculated as shown below [71]:
rt = log(Pt) − log(Pt−1)
(4.1)
where P is the market price of bitcoin and t is the time period/moment.
This approach assumes the mean to be set to zero, considering the upside and downside
trend in the movement of stock prices. In the next step, the realized variance is calculated by
calculating the sum of the squares of the standard deviation:
Realized_variance 𝑡 = ∑𝑛𝑖=1 𝑟𝑡2

(4.2)

where n is the number of observations, which in this case is 24 (number of hours in a day),
and t is the time period (calculated for each day). The next step is to calculate the realized
volatility, which is the square root of the realized variance:
Realized_volatility𝑡 = √∑𝑛𝑖=1 𝑟𝑡2
6
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To calculate the realized volatility of Bitcoin, an application was created in the R
programming language, which first loads the hourly Bitcoin market price data downloaded
from the Gemini platform, using the read.csv() function. A date sequence is then added using
the seq function, defining a start and end time point with a frequency of 1 hour. "08-10-2015
13:00:00" is taken as the start date in the time series, and "12-01-2022 12:00:00" is taken as
the end date. The calculations take the closing price of Bitcoin and leave out other data. The
logarithmic values of the bitcoin price are calculated to make the results more accurate. Then
the squares of the standard deviation are calculated in a new vector that is concatenated with
the other data. That vector is filled with the standard deviation in each hour shown in equation
(4.1). The squares of the standard deviation are then calculated in a new vector and
concatenated with the other data. Using the library (dplyr) creates a new column that has a
unique date for each day. It is an identification column, so later using the group_by, sum and
arrange functions, the squares of the standard deviation corresponding to one date for one day
are summed, so that we get the realized variance (4.2). Using the sqrt() function, the realized
volatility in daily frequency is calculated (4.3).
For the needs of the research, free data is downloaded from the website
https://www.blockchain.com/charts in .csv format for the last 3 years for 9 features of bitcoin.
The following characteristics were used: miner revenue divided by the number of transactions,
miner revenue as a percentage of transaction volume, total estimated USD value of blockchain
transactions, total USD value of block rewards and transaction fees that are paid to miners, the
total number of confirmed transactions per day, the average number of transactions per block
in the past 24 hours, the total value of all outgoing transactions per day, the total USD value of
trading volume on major Bitcoin exchanges, and the total value in USD on all transaction fees
paid to miners.
All the data for the properties with the read.csv() command are loaded into separate
variables in the R program package. Then all the data is loaded into a data table with the
command data.frame(). The volatility of bitcoin is added to that data, which was previously
calculated with data downloaded from the cryptocurrency exchange platform
www.gemini.com. To be able to recognize the time period in R, a variable date has been added.
Once the database is complete, some transformations need to be made to balance the data to
begin data analysis. For this purpose, a logarithm should be applied to each bitcoin-dependent
characteristic. With this transformation, each vector x is replaced by its natural logarithm with
a function in R, log(x). This transformation is done so that the results of statistical analysis can
become more accurate.
To prepare the data for machine learning, the data is normalized. The purpose of the
normalization is to adjust the values of the numeric columns in the database to a standard scale,
without distorting the variations in the range of values. Data normalization is only required
when features in a database have different ranges. There are different ways to normalize data.
The min-max normalization method is selected. The data is normalized to have values between
0 and 1. The formula for min-max is given as:
𝑥𝑖′ =

𝑥𝑖 − min(𝑥)
max(𝑥) − min(𝑥)
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A machine learning algorithm is used to predict the realized bitcoin volatility. The
randomForest algorithm is selected, which is included in the ensemble's learning methods.
Ensemble learning is a type of supervised learning technique where the basic concept is to
generate several training models and then simply combine their output rules or their Hx
hypothesis, construct a strong model that works very well, does not overload and also balances
bias and variance Bias-Variance Tradeoff.
The idea is that instead of creating a single complicated and complex model that could have
a large variance that leads to overload or be too simple and have a large bias that leads to
insufficient fit, many training models can be generated in the training set, which eventually
combines. One such technique is the random forest, which is a common joining technique used
to improve the predictive outcome of decision trees by averaging them to reduce tree variance.
In this algorithm, only a random subset of m predictors is used whenever we split into a training
set and a test set. The number of randomly selected variables to create each tree is the main
setting parameter in random forests. You can change the number of trees, but it is usually not
important to predict [75]. Turning off some of the predictors makes sense, as the result would
be that each tree uses different predictors. This implies that 2 trees generated on the same
training data will have randomly different variables selected in each division so that the trees
will be unrelated and independent of each other. The final result of the ensemble model is
determined by counting the majority of votes from all decision trees. This concept is known as
bagging. Since each decision tree takes a different set of training data as input, deviations in
the original training data set do not affect the final result obtained by aggregating the decisions
from each tree. Therefore, bagging as a concept reduces the variance without changing the bias
of the complete ensemble.
The algorithm for predicting bitcoin volatility uses the forecastML package in the
programming language R. When using machine learning algorithms, the model is first
generated using training data, and then values for the test data are predicted. Once the data is
ready, the next step in the research is to divide the data into a training set and a test set. The
data used to predict the volatility of bitcoin contain 1095 observations, starting from
14.01.2019 to 12.01.2022. In the initial analysis the first 995 observations are taken for the
training set, and the remaining 100 observations are used as a test set.
The forecasting method uses three different forecasting horizons. These different horizons
are used to be able to predict in the short and long term, in order to combine the predictions in
the final forecast and thus minimize the error. The randomForest function is then defined with
its arguments.
The first step in the prediction process is to create some validation windows to perform
nested cross-validation. Next, we train our model and present the predictions, residuals, and
some error metrics. The test set is then predicted using the validation windows and the actual
versus predicted values are displayed. In the beginning, the size of each forecast horizon is
defined. Horizon is an argument to the create_lagged_df() function that creates the training
model and prediction dataset. A horizon represents a numeric vector of one or more forecast
horizons, measured in rows of data. If dates are given, a horizon of value 1 would equal
1*frequency in calendar time [103]. In the initial analysis the first horizon is 20 steps ahead,
the second is 50 steps forward and the last is 100 steps forward. The horizons to be predicted
are chosen, and the view through certain time steps in the past is also chosen.
8
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Then by using the create_lagged_df() function, based on the entered data and the horizon
and view arguments, the required data list is created. Then, with the create_windows() function,
indexes are created to train the training database. Validation datasets are created in adjacent
blocks with a window length of 95, to mimic forecasts over multi-step forecast horizons, as
opposed to randomly selected rows. Ten validation windows are created. This means that for
each direct forecast horizon, 10 models will need to be trained, each theoretically selecting
different optimal hyperparameters and having different coefficients from the internal crossvalidation process. The randomForest() function is then defined. The number of trees
ntree = 200 and importance = TRUE are used in the arguments. To begin with, a large number
of trees are set up to decide the exact number of trees to be used in the final function and the
importance of the variables is used so that we can understand which variables affect the
volatility of bitcoin.

5

Results

The importance of the variables used in the prediction is presented on figure 2, where
%IncMSE indicates the percent increase in mean square error and IncNodePurity indicates the
increase in node purity. The percentage increase in the mean squared error (%IncMSE) is the
most effective method for identifying important variables in the random forest algorithm. A
higher value of %IncMSE represents the higher importance of the variable. The second
important measure, IncNodePurity refers to the loss function, which is selected from the best
splits. The loss function is MSE for regression and Gini-impurity for classification [103].
From figure 2, it can be noted that of the selected features, the most important is
cost.per.transaction in percentage wise increase in mean square error and the increase in node
purity.

Figure 2. Importance of the properties of bitcoin generated by R.
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Figure 3. Graphic representation of the error depending on the number of trees.

Figure 3 shows the error of each model depending on the number of trees. The curve of the
graph is in the shape of an elbow. With the function which.min(model_imp$mse) it is
calculated that the smallest error is obtained for 186 trees [104]. As can be seen from the graph,
initially the error decreases very quickly as the number of trees increases, but after proximately
50 trees the reduction in error is almost negligible. To avoid overload by using multiple trees
it is chosen to use 50 trees in a given trial.
Next, the train_model() function is used, which will train a total of
30 models = 10 validation windows ﮲3 forecast horizons,
because validation windows are used, 10 forecasts are obtained for each forecast horizon. A
prediction function is then defined using predict().
The following figure 4 shows the standard errors in the training set:

Figure 4. Standard set errors in the training set generated by R.

The next step is to make a prediction when the test set will be applied. The function
create_lagged_df() with type = “forecast” is used. Using the predict() function, predictions are
made using the same model that was trained earlier, but this time the predicted values
correspond to the test set. The error metrics for the test set by horizon predicted versus actual
values are shown in Table 1. The mean average errors are presented in Table 2.
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Table 1. Test set standard errors using different horizons and validation windows.
Prediction
horizon in the
model
20
50
100

Mean
absolute
error (MAE)
0.009
0.009
0.012

The absolute
percentage error
(МАPЕ)
32.73
37.902
48.656

The median
absolute percentage
error (MDAPE)
25.074
31.734
37.467

The symmetric mean
absolute percentage
error (sMAPE)
26.351
29.358
35.971

Table 2. Test set mean standard errors using a different test set validation horizons and
windows.
Mean value MAE

Mean value MAPE

Mean value sMAPE

0.009

37.826

29.358

In the second part of the analysis it is necessary to train the model on the entire training
dataset without nested cross-validation. Without nested cross-validations and holding
windows, the prediction plot basically fits the model. The next step is to predict the test set and
again plot the actual versus predicted values and error metrics for the test set. The predictions
at each horizon are then combined with the predicted values of the test set. The final part is to
make an out-of-sample forecast for each horizon using the training and test sets and combine
the out-of-sample forecasts for each horizon again to produce the final combined forecast.
Next, window_length = 0 is set in create_windows() to produce a database without nested
cross-validation, with only one window.
A new model is now being re-trained using only one validation window. Use function
create_lagged_df() and type = "train" to first predict the training set. By using train_model ()
and predict() again, the model is re-trained and predicted, but this time without validation
windows.
The standard prediction errors in the training set with a single validation window are shown
in the table in figure 5.

Figure 5. Standard errors of the single-window validation training set generated by R.

After forecasting in the training set, change type = "forecast" in create_lagged_df(), so that
it is predicted in the test set using the model trained without validation windows. The table
from figure 6 shows the error metrics of the predicted values in the test set without validation
windows.
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Figure 6. R-generated test set standard errors without nested cross-validation.

If we compare the data in figure 5 and figure 6, it is noticed that the error of the test set is
bigger compared to the training set. That result is to be expected because test data are not used
when the model is being trained. The fact that the error in the test set does not become
extremely large indicates that our model predicts well. The mean absolute error in the training
set is 0.006 and in the test set is 0.009, which proves that the model has a good prediction.
According to the random forest algorithm, the next step is to combine the predictions of each
direct forecast horizon using the combine_forecasts() function. The obtained combined
forecast scheme is presented in figure 7.
The command combine_forecasts() predicts 100 steps forward, where different predictions
will be combined to get a better result. Using the standard type = "horizon", forecasts are
combined in such a way that short-term forecasts are produced from short-term models and
long-term forecasts from the long-term model. The final forecast for 100 steps forward is
obtained as follows: for the first 20 steps the forecast result given by the first model is taken,
for the forecast from 21 to 50 steps data from the second model are taken and for the forecast
51 to 100 steps data from the third model are taken forward.

Figure 7. Combined forecasting scheme in a test set.

The next step according to the random forest algorithm is to make an off-sample prediction.
In the function create_lagged_df() as arguments are given the data from both training and
testing sets and type = "forecast" and using the function predict() it is forecasted outside the
sample, which is presented in figure 8.

12
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Figure 8. The combined out-of-sample forecast scheme generated by R.

The obtained combined forecast scheme outside the sample for 100 steps forward is
presented in figure 9. The command combine_forecasts() predicts 100 steps forward, where
different predictions are combined to get a better result. Using the standard type = "horizon",
forecasts are combined in such a way that short-term forecasts are produced from short-term
models and long-term forecasts from the long-term model.

6

Discussion of the obtained results

In the doctoral dissertation, an analysis of the results obtained with tests was made in the
case when the training and testing sets are divided on a precisely determined date of the time
series, and a second case when the data to be taken in the training and testing set is randomly
selected with the function sample.split() from the caTools library, when predicting bitcoin
market price volatility. In this part of the research, analyzes of different situations are made, in
which the root mean square error (RMSE) is additionally measured in order to properly
evaluate the accuracy of the prediction model.
In the first case, the results were examined when using a different number of trees in the
algorithm, for 25, 50 and 100. In this study, a division of the training and testing set was used
in the ratio 90 % : 10%.
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Mean absolute error (MAE) and root mean square
error (RMSE) in the testing set without validation
windows
using 25, 50 and 100 trees

Mean absolute error
MAE

Root mean square
error RMSE
25 trees

Mean absolute error
MAE -random
division

50 trees

Root mean square
RMSE -random
division

100 trees

Figure 9. Mean absolute error (MAE) and root mean square error (RMSE) in the test set without validation
windows in situations using 25, 50 and 100 trees.

From the graph in figure 9, it can be observed that the number of trees does not affect the
displayed errors much. In addition, it can be concluded that a lower error for the model is
obtained if a fixed partition of the test and training set is used, namely MAE = 0.009, and
RMSE = 0.011.
MAPE, MDAPE, sMAPE model estimation errors in the test set
without validation windows using 25, 50 and 100 trees

Mean absolute
percentage error
MAPE

Median absolute Symmetric mean
Mean absolute
percentage error absolute percentage percentage error
MDAPE
error SMAPE
MAPE-random
division
25 trees

50 trees

Median absolute Symmetric mean
percentage error absolute percentage
MDAPE-random error SMAPEdivision
random division

100 trees

Figure 10. Mean absolute percentage error (MAPE), median absolute percentage error (MDAPE) and
symmetric mean absolute percentage error (sMAPE) using different numbers of trees.

From the visual display in figure 10, it can be concluded that the absolute percentage error
(MAPE), the median absolute percentage error (MDAPE) and the symmetrical mean absolute
percentage error (sMAPE) have significantly lower values when using the division of the
14
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training and testing sets into exact a particular point on the time series. It is concluded that this
prediction model is better.
In the following situation, an analysis was made of the results obtained using a different
division of the training and testing sets, namely for the ratio 90 % : 10 %, 80 % : 20 % and
66.6 % : 33.3 %.
Mean absolute error (MAE) and root mean square error
(RMSE) in the testing set without validation windows

Mean absolute error Root mean square error Mean absolute error
MAE
RMSE
MAE -random division

Division 90%-10%

Division 80%-20%

Root mean square
RMSE -random
division

Division 66,6%-33.3%

Figure 11. Mean absolute error (MAE) and root mean square error (RMSE) in the test set without validation
windows in situations using a different split of the training and test sets.

From the graph in Figure 11, it can be concluded that the mean absolute error (MAE) and
root mean square error (RMSE) have the smallest values when the training and test set split
ratio is 90 % : 10 % with a fixed split of the time series data MAE = 0.009 and RMSE = 0.011.
From the data shown in the graph in figure 12, it can be concluded that the absolute percentage
error (MAPE) and the median absolute percentage error (MDAPE) have significantly lower
values when a fixed division of the training and testing sets is used and a selected ratio of
66.6 % : 33.3 % and thus it is concluded that this prediction model is better.
The results obtained using different prediction horizons with 20 – 50 – 100 steps ahead were
also analyzed using a division of the training and testing sets in the ratio 90 % : 10 %. Then, a
situation with 7 – 30 – 60 – 180 steps ahead was analyzed using a division of the training and
testing sets in the ratio 83.5 % : 16.5 %. Next, a third situation with 10 – 30 – 90 – 300 steps
ahead is considered using a 73 % : 27 % split of the training and testing sets.
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MAPE, MDAPE, sMAPE model estimation errors in
the test set without validation windows

Mean absolute Median absolute Symmetric mean Mean absolute Median absolute Symmetric mean
percentage error percentage error
absolute
percentage error percentage error
absolute
MAPE
MDAPE
percentage error MAPE-random MDAPE-random percentage error
SMAPE
division
division
SMAPE-random
division
Division 90%-10%

Division 80%-20%

Division 66,6%-33.3%

Figure 12. Mean absolute percentage error (MAPE), median absolute percentage error (MDAPE) and symmetric
mean absolute percentage error (sMAPE) in situations using different partitioning of the training and test sets.

From the data shown visually in figure 13, it can be concluded that the values of the errors with
which we evaluate the model differ slightly. In this case, smaller errors are obtained when the division
of data into training and testing sets is done on a fixed date. The smallest values were obtained when
prediction horizons 20 – 50 – 100 and a division ratio of 90 % : 10 % were used, and that MAE = 0.009
and RMSE = 0.011.

Mean absolute error (MAE) and root mean
square error (RMSE) in the test set without
validation windows and different horizons

Mean absolute error Root mean square error Mean absolute error
Root mean square
MAE
RMSE
MAE -random division RMSE -random division
Horizons 20-50-100

Horizons 07-30-60-180

Horizons 10-30-90-300

Figure 13. Mean absolute error (MAE) and root mean square error (RMSE) in the test set without validation windows
in situations using a different split of the training and test sets and different horizons.

16

Improving the performance of financial services using blockchain technology

MAPE, MDAPE, sMAPE model estimation errors in the
test set without validation windows
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Figure 14. Mean absolute percentage error (MAPE), median absolute percentage error (MDAPE) and symmetric
mean absolute percentage error (sMAPE) in the test set without validation windows in situations using different
splits of the training and test sets and different horizons.

From the graph in figure 14, it can be concluded that absolute percentage error (MAPE),
median absolute percentage error (MDAPE) and symmetric mean absolute percentage error
(sMAPE) have significantly lower values when using a fixed split of the training and test sets.
It can also be concluded from the visual display that the errors are smaller when using smaller
prediction horizons and that is 20 – 50 – 100 steps ahead, thus concluding that this prediction
model is better. In almost all analyzed situations, smaller errors are obtained when the dataset
used as input is divided into a precise date of the time series to obtain the training set and the
test set.

7

Conclusion

Using blockchain technology, a system for electronic transactions without intermediaries is
proposed. The traditional system is incomplete because there is no way to prevent double
spending. To solve this, there is a peer-to-peer network that uses a "proof-of-work" algorithm
to keep a public history of transactions. For an attacker to be able to change nodes is
computationally almost impossible if honest nodes control a majority of the network.
If you look at how the technology has developed in the past fifteen years, it is noticed that
this technology is contrary to the logic of cloud computing. In cloud computing, multiple nodes
can access a single database. These nodes do not necessarily have their private instance of the
database. Furthermore, nodes that hold copies of the blockchain receive constant updates.
These nodes are distributed all over the world. Because of this, blockchains have high latency
(latency represents the time it takes to transfer data across the network). Therefore, scaling
problems occur. Bitcoin can process about 7 transactions per second. Ethereum comes out with
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about 20 transactions per second, while Visa can process up to 1700 transactions per second
[81].
Blockchain technology could revolutionize the underlying payment system technology and
credit information systems in banks, upgrading and transforming them. Applications of this
technology also promote the formation of multi-centric, low-intermediation scenarios, which
will improve the efficiency of the banking industry. It is worth noting that issues of regulation,
efficiency and security have always caused extensive debate in the process of any new financial
innovation. The prospect of integrating this technology into the banking industry is likely to
emerge soon. This technology can help in many ways by reducing transaction costs by using a
smart contract that is embedded for the general purpose of simplifying procedures, reducing
administrative burdens and removing middlemen. Bitcoin is a popular cryptocurrency and has
been widely researched in economics and computer science.
The doctoral dissertation used a random forest machine learning algorithm to predict time
series of realized fluctuations in the stock market price of Bitcoin and investigated whether
blockchain information could be used to predict the volatility and price of Bitcoin. Many people
in the world use bitcoin as an investment because of its high volatility and in this way they can
get huge profits and losses in a short time.
In the empirical procedure, this dissertation is basically divided into three main parts. In the
first part, nested cross-validation is used, using 10 validation windows, a prediction for a
training set and a prediction for a test set. From the calculated errors shown in figure 4 and
table 2 it can be concluded that the error is not high although validation windows are used. It
is also concluded that as the horizon becomes longer, so does the error. That result is quite
normal to get, but it can also be noted that the additional error is not high, which means that
accurate predictions can be made for longer horizons.
In the second part of the tests, no validation windows are used, so the model is trained using
the entire training set. In this way, the matching model is obtained. It is used to complete the
training of the model and the final prediction. The error metrics using the data in the training
set and the data in the test set are shown in figure 5 and figure 6, respectively. It is observed
that the accuracy is higher in the case when no validation windows are used. That is expected,
the accuracy is much higher because the model is trained with the entire training sample, so
the prediction ability is better. The errors compared to the error metrics of the first part, where
validation windows are used, are significantly smaller. Furthermore, the error of the test set
compared to the training set is not much larger, so the algorithm has the ability to accurately
predict data not included in the training. Finally, the algorithm has the ability to combine
forecast horizons to have a better final result and, especially, for long horizons, where the error
is higher.
In the empirical procedure, 200 trees are initially selected as the maximum number of trees
used in the training algorithm. From figure 3 it can be concluded that the greater the number
of trees, the smaller the error. The smallest error is obtained if 186 trees are used, but from the
elbow-shaped graph it can be concluded that after 50 trees the error decreases very little, so in
this research, the number of trees was chosen to be 50 [104]. In this way, the error is reduced,
but, at the same time, there is no great complexity in the algorithm and the training procedure.
For forecasting, machine learning methods are used to have better and more accurate results
compared to traditional forecasting such as autoregressive, vector autoregressive methods, etc.
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This is also proven by the low errors obtained in the working model in the training and test set.
This dissertation uses data on Bitcoin characteristics from http://www.blockchain.com/charts
for the last 3 years. The obtained empirical results show a small prediction error, thus
concluding that it is justified to use them to examine the price and volatility of Bitcoin.
The smaller the average absolute error, the better the prediction model. In our model, the
mean absolute error (MAE) in the training set using 10 validation windows is 0.017, and in the
test set, the mean absolute error from different horizons is 0.009. The mean absolute error
(MAE) in the training set without validation windows is 0.006 and in the test set is 0.009. It
can conclude that if in real data the volatility of Bitcoin is large, then the prediction error will
be larger. From the example shown, it can be concluded that the data prediction error is smaller
when the forecast horizon is shorter and when the variability is lower.
In the third part of the tests, analyzes of different situations are made, in which the root mean
square error (RMSE) is additionally measured in order to properly evaluate the accuracy of the
prediction model. First, situations in which different numbers of trees are taken, namely 25, 50
and 100, were examined. Each example was examined first in a fixed division of the time series,
and then with a random division of the training and testing set. The statistical errors MAE,
RMSE, MAPE, MDAPE, sMAPE were examined for all 4 cases: training set with validation
windows, test set with validation windows, training set without validation windows, and test
set without validation windows. From the results shown in figure 9, it can be concluded that
the MSE and RMSE are not large and differ slightly when testing using different numbers of
trees. It is also concluded that a lower error for the model is obtained if a fixed split of the test
and training sets is used, namely MAE = 0.009, and RMSE = 0.011, when using 25 and 50
trees.
The next step in the tests are situations in which a different ratio is taken when dividing the
training and testing sets, namely 90 % : 10 %, 80 % : 20 % and 66.6 % : 33.3 %. Each example
is examined first in a fixed split of the time series and then with a random split of the training
and test sets. Statistical errors MAE, RMSE, MAPE, MDAPE, sMAPE for all 4 cases, sets with
validation windows and sets without validation windows are examined. From the results
shown, it is concluded that the MSE and RMSE have small values, which indicates the fact that
the model for predicting the volatility of Bitcoin is good. From the visual display in figure 11,
it can be concluded that according to the value of the errors for model evaluation, it is best to
use a division of the data set in the ratio 90 % : 10 % with a fixed division of the time series.
In the third part of the empirical procedure, tests were carried out where different values
were taken for the prediction horizons with values: 20 – 50 – 100, next 7 – 30 – 60 – 180, and
the third group 10 – 30 – 90 – 300 for all 4 cases, sets with validation windows and sets without
validation windows. From the obtained results it is concluded that all evaluation errors have
satisfactory values. Smaller values were obtained with smaller horizon values, which is
expected. And in this case, the errors obtained when dividing the time series into a set for
training and testing with a fixed date are used, and therefore it is recommended to use such a
model in regression analysis.
With the tests done, it can be said that blockchain technology can be successfully used to
improve financial services, such as predicting the volatility of Bitcoin, which is becoming more
and more popular every day for people who want to invest in this cryptocurrency.
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In this dissertation, the volatility of the market price of bitcoin is modeled as a basis for
measuring the risk factor in financial services using blockchain technology. Predicting the
change in the value of bitcoin improves the operation of financial services and reduces the risk
factor when investing, working on stock exchanges, saving, etc.
This model can also be useful for detecting anomalies and fraudulent activities in financial
operations. When the actual price behavior of a cryptocurrency changes significantly from the
modeled behavior, it can indicate the effect of external factors such as major global events as
well as fraudulent activities. Further research could examine whether there are any
macroeconomic or financial variables and indices that affect bitcoin volatility. In this paper, a
specific machine learning algorithm, random forests, is chosen to predict the time series of
realized volatility of Bitcoin. The same procedure can be done using another machine learning
algorithm such as neural networks, support vector machines, logistic regression, lasso, knearest neighbor regression, etc. Additionally, one can examine which of these algorithms predicts
with greater accuracy. Different types of variability can be examined as dependent variables of
the model, or different types of methodology in which the prediction will not be a time series,
i.e. regression, but classification where the prediction is made using an increasing or decreasing
categorical variable.

References
[1] Nakamoto, Satoshi. "Bitcoin: A peer-to-peer electronic cash system." Decentralized Business Review
(2008): 21260.
[2] Dragana Tadić Živković, blockchain technology: opportunity or a threat to the future development of
banкing, Proceedings of Ekonbiz, 2018.
[3] Stefano Tempesta, Decentralized Applications with Azure Blockchain as a Service, [Internet]
URL:https://msdn.microsoft.com/magazine/mt847188?MC=MSAzure&MC=CloudDev&MC=IoT&MC=Mach
Learn&MC=Vstudio (accessed on 19.07.2022).
[4] Ghosh, Debraj. "How the Byzantine General Sacked the Castle: A Look Into Blockchain, (2016).",
[Internet]
URL:
https://medium.com/@DebrajG/how-the-byzantine-general-sacked-the-castle-a-look-intoblockchain-370fe637502c (accessed on 19.07.2022).
[5] Aleksandar Matanović, “Osnove kriptovaluta i blokčein tehnologije”, [Internet] URL:
http://fzp.singidunum.ac.rs/demo/wp-content/uploads/Osnove-kriptovaluta-i-blok%C4%8Dein-tehnologije.pdf,
(accessed on 06.06.2022).
[6] Yevgeniy
Brikman,
Bitcoin
by
analogy,
[Internet]
URL:
https://www.ybrikman.com/writing/2014/04/24/bitcoin-by-analogy (accessed on 19.07.2022).
[7] Jonathan
Waldman,
Blockchain
Blockchain
Fundamentals,
[Internet]
URL:
https://msdn.microsoft.com/magazine/mt845650 (accessed on 19.07.2022).
[8] Rauchs, Michel, Andrew Glidden, Brian Gordon, Gina C. Pieters, Martino Recanatini, François Rostand,
Kathryn Vagneur, and Bryan Zheng Zhang. "Distributed ledger technology systems: A conceptual framework."
Available at SSRN 3230013 (2018).
[9] Lutpin, Dos and Don’ts of Peer-to-Peer Trading, [Internet] URL: https://www.crypto-news.net/dos-anddonts-of-peer-to-peer-trading (accessed on 19.07.2022).
[10] Tasatanattakool, Pinyaphat, and Chian Techapanupreeda. "Blockchain: Challenges and applications." In
2018 International Conference on Information Networking (ICOIN), pp. 473-475. IEEE, 2018.
[11] Capgemini, Blockchain and Capgemini SAP Leonardo – part 1, [Internet] URL:
https://www.capgemini.com/gb-en/2018/01/blockchain-and-capgemini-sap-leonardo-part-1
(accessed
on
19.07.2022).
[12] Hozjan, Domina. "Blockchain." PhD diss., University of Zagreb. Faculty of Science. Department of
Mathematics, 2017.
[13] Szabo, Nick. "Smart contracts: building blocks for digital markets." EXTROPY: The Journal of
Transhumanist Thought, (16) 18, no. 2 (1996): 28.

20

Improving the performance of financial services using blockchain technology

[14] Lukić, Velimir. "POTENCIJALI I OGRANIČENJA PRIVATNIH DIGITALNIH VALUTA/
POTENTIALS AND LIMITS OF PRIVATE DIGITAL CURRENCIES.", [Internet] URL:
http://www.ekof.bg.ac.rs/wp-content/uploads/2016/03/Seminar-katedre-2017-Potencijali-i-ograni%C4%8Denjaprivatnih-digitalnih-valuta-PDF.pdf, (accessed on 19.07.2022).
[15] MUTAWAKKIL, Online MD5 Hash Generator & SHA1 Hash Generator, [Internet] URL:
https://onlinemd5-com.mutawakkil.com (accessed on 19.07.2022).
[16] CBINSIGHTS,
What
is
blockchain
technology,
[Internet]
URL:
https://www.cbinsights.com/research/what-is-blockchain-technology (accessed on 19.07.2022).
[17] Prirodoslovno-matematički fakultet, matematički odsjec, Sveučilište u Zagrebu, Osnovni pojmovi,
Definicija eliptičke krivulje, [Internet] URL: https://web.math.pmf.unizg.hr/~duje/ecc/elipdef.html, (accessed
on 19.07.2022).
[18] Rainie, Lee, and Maeve Duggan "Privacy and information sharing." (2016).
[19] Zyskind, Guy, and Oz Nathan. "Decentralizing privacy: Using blockchain to protect personal data." In
2015 IEEE Security and Privacy Workshops, pp. 180-184. IEEE, 2015.
[20] Karafiloski, Elena, and Anastas Mishev. "Blockchain solutions for big data challenges: A literature
review." In IEEE EUROCON 2017-17th International Conference on Smart Technologies, pp. 763-768. IEEE,
2017.
[21] Chakravorty, Antorweep, and Chunming Rong. "Ushare: user controlled social media based on
blockchain." In Proceedings of the 11th international conference on ubiquitous information management and
communication, pp. 1-6. 2017.
[22] McConaghy, Trent, and David Holtzman. "Towards an ownership layer for the internet." ascribe GmbH
(2015).
[23] Rosenzweig, Roy. "The road to Xanadu: Public and private pathways on the history web." The Journal
of American History 88, no. 2 (2001): 548-579.
[24] Dimitri de Jonghe, “SPOOL Protocol”, [Internet] URL: https://github.com/ascribe/spool, (accessed on
19.07.2022).
[25] McConaghy, Trent, Rodolphe Marques, Andreas Müller, Dimitri De Jonghe, Troy McConaghy, Greg
McMullen, Ryan Henderson, Sylvain Bellemare, and Alberto Granzotto. "Bigchaindb: a scalable blockchain
database." white paper, BigChainDB (2016).
[26] Swan, Melanie. Blockchain: Blueprint for a new economy. " O'Reilly Media, Inc.", 2015.
[27] “PRS for Music takes legal action against SoundCloud streaming service”, The Guardian, 2015.
[28] Hall, Christopher, and Casey Alt. "Lê Quý Quốc Cường, and Sean Moss-Pultz (2016)." Bitmark: The
property system for the digital environment.
[29] Lin, Tzu-Yun, Yu-Chiang Frank Wang, and Sean Moss-Pultz. "ObjectMinutiae: Fingerprinting for
Object Authentication." In Proceedings of the 23rd ACM international conference on Multimedia, pp. 815-816.
2015.
[30] Federal Trade Commission. "Internet of things: Privacy & security in a connected world." Washington,
DC: Federal Trade Commission (2015).
[31] Pureswaran, Veena, and Paul Brody. "Device democracy: Saving the future of the Internet of Things."
IBM Corporation (2015): 23.
[32] Buterin, Vitalik. "A next-generation smart contract and decentralized application platform." white paper
3, no. 37 (2014): 2-1.
[33] Jentzsch, Christoph. "Decentralized autonomous organization to automate governance." White paper,
November (2016).
[34] Dorri, Ali, Salil S. Kanhere, and Raja Jurdak. "Blockchain in internet of things: challenges and
solutions." arXiv preprint arXiv:1608.05187 (2016).
[35] Tal Rapke, MD “Blockchain Technology & the Potential for Its Use in Healthcare”, 2016
[36] Gupta, Nitesh, Anand Jha, and Purna Roy. "Adopting blockchain technology for electronic health record
interoperability." Cognizant Technol. Solutions, Teaneck, NJ, USA, White Paper (2016).
[37] Linn, Laure A., and Martha B. Koo. "Blockchain for health data and its potential use in health it and
health care related research." In ONC/NIST Use of Blockchain for Healthcare and Research Workshop.
Gaithersburg, Maryland, United States: ONC/NIST, pp. 1-10. 2016.
[38] Ekblaw, Ariel, Asaph Azaria, John D. Halamka, and Andrew Lippman. "A Case Study for Blockchain
in Healthcare: “MedRec” prototype for electronic health records and medical research data." In Proceedings of
IEEE open & big data conference, vol. 13, p. 13. 2016.
[39] Windley, Phillip J. Digital Identity: Unmasking identity management architecture (IMA). " O'Reilly
Media, Inc.", 2005.

21

Mimoza Mijoska

[40] TechGenix (2018). “Blockchain technology: Why it will change the world”, [Internet], URL:
http://techgenix.com/blockchain-technology, (accessed on 06.06.2022).
[41] Širić, Mario. "BLOCKCHAIN TEHNOLOGIJA I NJEN UTJECAJ NA SVIJET." PhD diss., University
of Split. Faculty of economics Split, 2018.
[42] Object Computing (2017). “8 ways blockchain is changing the world”, [Internet], URL:
https://objectcomputing.com/news/2017/12/20/8-ways-blockchain-changing-world, (accessed on 06.06.2022).
[43] Blockchain Expo (2018). “How will blockchain impact the insurance sector?”, [Internet], URL:
https://www.blockchain-expo.com/2018/02/blockchain/blockchain-insurance, (accessed on 06.06.2022).
[44] Willie, Paul. "Can all sectors of the hospitality and tourism industry be influenced by the innovation of
blockchain technology?" Worldwide Hospitality and Tourism Themes (2019).
[45] Roopak, T. M., and R. Sumathi. "Electronic voting based on virtual id of aadhar using blockchain
technology." In 2020 2nd International Conference on Innovative Mechanisms for Industry Applications
(ICIMIA), pp. 71-75. IEEE, 2020.
[46] Kripto-online, Šta-je-blockchain, [Internet], URL: https://kripto-online.info/blockchain/sta-jeblockchain, (accessed on 06.06.2022).
[47] AXA, AXA goes blockchain with fizzy, [Internet], URL: https://www.axa.com/en/magazine/axa-goesblockchain-with-fizzy, (accessed on 06.06.2022).
[48] Gu, Jingjing, Binglin Sun, Xiaojiang Du, Jun Wang, Yi Zhuang, and Ziwang Wang. "Consortium
blockchain-based malware detection in mobile devices." IEEE Access 6 (2018): 12118-12128.
[49] Androulaki, Elli, Artem Barger, Vita Bortnikov, Christian Cachin, Konstantinos Christidis, Angelo De
Caro, David Enyeart et al. "Hyperledger fabric: a distributed operating system for permissioned blockchains." In
Proceedings of the thirteenth EuroSys conference, pp. 1-15. 2018.
[50] Aggarwal, Shubhani, and Neeraj Kumar. "Hyperledger." In Advances in computers, vol. 121, pp. 323343. Elsevier, 2021.
[51] Minović, Miroslav. "Blockchain technology: usage beside cripto currencies." In Infotech 2017: ICT
conference & exhibition, Arandjelovac, Serbia, June, pp. 7-8. 2017.
[52] Vujičić, Dejan, Dijana Jagodić, and Siniša Ranđić. "Blockchain technology, bitcoin, and Ethereum: A
brief overview." In 2018 17th international symposium infoteh-jahorina (infoteh), pp. 1-6. IEEE, 2018.
[53] Mijoska, Mimoza, and Blagoj Ristevski. "Blockchain Technology and its Application in the Finance and
Economics." (2020): 197-202.
[54] Deloitte,
Key
challenges,
[Internet],
URL:
https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/Innovation/deloitte-uk-blockchain-keychallenges.pdf, (accessed on 06.06.2022).
[55] Holotiuk, Friedrich, Francesco Pisani, and Jürgen Moormann. "The impact of blockchain technology on
business models in the payments industry." (2017).
[56] Crosman, P. "R3 to take on Ripple with cross-border payments blockchain." American Banker (2017).
[57] Johnstone, Syren. "A viral warning for change. COVID-19 versus the red cross: Better solutions via
blockchain and artificial intelligence." COVID-19 Versus the Red Cross: Better Solutions Via Blockchain and
Artificial Intelligence (February 3, 2020). University of Hong Kong Faculty of Law Research Paper 2020/005
(2020).
[58] Géron, Aurélien. "Hands-on machine learning with scikit-learn and tensorflow: Concepts." Tools, and
Techniques to build intelligent systems (2017).
[59] Molly Galetto, Machine learning and big data analytics the perfect marriage, [Internet], URL:
http://www.ngdata.com/machine-learning-and-big-data-analytics-the-perfect-marriage
(accessed
on
19.07.2022).
[60] Schneider, Astrid, Gerhard Hommel, and Maria Blettner. "Linear regression analysis: part 14 of a series
on evaluation of scientific publications." Deutsches Ärzteblatt International 107, no. 44 (2010): 776.
[61] Tandel, Aakash. "Support Vector Machines—A Brief Overview–Towards Data Science." Retrieved May
26 (2017): 2019.
[62] Pedregosa, Fabian, Gaël Varoquaux, Alexandre Gramfort, Vincent Michel, Bertrand Thirion, Olivier
Grisel, Mathieu Blondel et al. "Scikit-learn: Machine learning in Python." the Journal of machine Learning
research 12 (2011): 2825-2830.
[63] Pedregosa, e. a. (2011). Scikit-learn: Machine Learning in Python. Retrieved from Naive Bayes,
[Internet], URL: http://scikit-learn.org/stable/modules/naive_bayes.html, (пристапено 19.07.2022).
[64] Ali, Jehad, Rehanullah Khan, Nasir Ahmad, and Imran Maqsood. "Random forests and decision trees."
International Journal of Computer Science Issues (IJCSI) 9, no. 5 (2012): 272.
[65] Zaderej, Victor Vasyl. "The use of neural networks to reduce process variability." PhD diss., Quinnipiac
University, 1995.

22

Improving the performance of financial services using blockchain technology

[66] Yuen, Brosnan, Minh Tu Hoang, Xiaodai Dong, and Tao Lu. "Universal activation function for machine
learning." Scientific reports 11, no. 1 (2021): 1-11.
[67] Pratiwi, Heny, Agus Perdana Windarto, S. Susliansyah, Ririn Restu Aria, Susi Susilowati, Luci Kanti
Rahayu, Yuni Fitriani, Agustiena Merdekawati, and Indra Riyana Rahadjeng. "Sigmoid activation function in
selecting the best model of artificial neural networks." In Journal of Physics: Conference Series, vol. 1471, no. 1,
p. 012010. IOP Publishing, 2020.
[68] Liu, Xinyu, and Xiaoguang Di. "TanhExp: A smooth activation function with high convergence speed
for lightweight neural networks." IET Computer Vision 15, no. 2 (2021): 136-150.
[69] Kotsiantis, Sotiris B., Ioannis D. Zaharakis, and Panayiotis E. Pintelas. "Machine learning: a review of
classification and combining techniques." Artificial Intelligence Review 26, no. 3 (2006): 159-190.
[70] Marko Čupić, Umjetna inteligencija, Uvod u strojno učenje, 2020, [Internet], URL:
http://java.zemris.fer.hr/nastava/ui/ml/ml-20200410.pdf, (пристапено 19.07.2022).
[71] Αριστείδου, Χριστόφορος. "Study of the volatility of bitcoin cryptocurrency using machine learning
methods: an implementation in R." (2020).
[72] Ho, Tin Kam. "Random decision forests." In Proceedings of 3rd international conference on document
analysis and recognition, vol. 1, pp. 278-282. IEEE, 1995.
[73] Gemini, Gemini Exchange Data, [Internet], URL: https://www.cryptodatadownload.com/data/gemini,
(пристапено 06.06.2022).
[74] Daniel Johnson, R Random Forest Tutorial with Example, [Internet], URL: https://www.guru99.com/rrandom-forest-tutorial.html, (пристапено 06.06.2022).
[75] Ross Jacobucci, Random Forests, University of Notre Dame, [Internet], URL:
https://statisticalhorizons.com/wp-content/uploads/2021/11/Advanced-Machine-Learning.pdf,
(пристапено
06.06.2022).
[76] Srinath Sridharan, Predictive modeling with Machine Learning in R, [Internet], URL: https://srinathsridharan.medium.com/predictive-modeling-with-machine-learning-in-r-part-2-evaluation-metrics-forclassification-d6591749a6, (пристапено 19.07.2022).
[77] Willmott, Cort J., and Kenji Matsuura. "Advantages of the mean absolute error (MAE) over the root
mean square error (RMSE) in assessing average model performance." Climate research 30, no. 1 (2005): 79-82.
[78] Khair, Ummul, Hasanul Fahmi, Sarudin Al Hakim, and Robbi Rahim. "Forecasting error calculation with
mean absolute deviation and mean absolute percentage error." In Journal of Physics: Conference Series, vol. 930,
no. 1, p. 012002. IOP Publishing, 2017.
[79] Kreinovich, Vladik, Hung T. Nguyen, and Rujira Ouncharoen. "How to estimate forecasting quality: A
system-motivated derivation of symmetric mean absolute percentage error (SMAPE) and other similar
characteristics." (2014).
[80] R-bloggers, Machine learning explained overfitting, [Internet], URL: https://www.rbloggers.com/2017/06/machine-learning-explained-overfitting, (пристапено 06.06.2022).
[81] Kai Sedgwick, No visa doesn’t handle 24000 tps and neither does your pet blockchain, [Internet], URL:
https://news.bitcoin.com/no-visa-doesnt-handle-24000-tps-and-neither-does-your-pet-blockchain, (пристапено
19.07.2022).
[82] Esteban
Ordano
et
al.,
Decentraland,
A
blockchain-based
virtual
world
[Internet], URL: https://docs.decentraland.org/decentraland/whitepaper (пристапено 06.06.2022).
[83] Avijeet Biswal, The Complete Guide on Overfitting and Underfitting in Machine Learning, [Internet],
URL:
https://www.simplilearn.com/tutorials/machine-learning-tutorial/overfitting-andunderfitting#what_is_overfitting, (пристапено 19.07.2022).
[84] Horton, Bob. "Calculating auc: the area under a roc curve." (2016).
[85] ISG, Blockchain: Success Lies in Identifying the Right Use Cases, [Internet], URL: https://isgone.com/research/articles/full-article/blockchain-success-lies-in-identifying-the-right-use-cases,
(пристапено
19.07.2022).
[86] Zhang, Li, Yongping Xie, Yang Zheng, Wei Xue, Xianrong Zheng, and Xiaobo Xu. "The challenges and
countermeasures of blockchain in finance and economics." Systems Research and Behavioral Science 37, no. 4
(2020): 691-698.
[87] Zheng, Zibin, Shaoan Xie, Hongning Dai, Xiangping Chen, and Huaimin Wang. "An overview of
blockchain technology: Architecture, consensus, and future trends." In 2017 IEEE international congress on big
data (BigData congress), pp. 557-564. Ieee, 2017.
[88] James A. Chambers, My Early Bitcoin ASIC Miners (2013-2014) – Pictures / History, [Internet], URL:
https://jamesachambers.com/early-bitcoin-asic-miner-pictures-history, (пристапено 19.07.2022).
[89] Delton Rhodes, What is Delegated Proof of Stake? An Overview of DPoS Blockchains, [Internet], URL:
https://komodoplatform.com/en/academy/delegated-proof-of-stake, (пристапено 19.07.2022).

23

Mimoza Mijoska

[90] MinerGate, Blockchain Consensus Types: Proof of Elapsed Time, Proof of Authority, Proof of
Bandwidth, [Internet], URL: https://minergate.com/blog/blockchain-consensus-types-proof-of-elapsed-timeproof-of-authority-proof-of-bandwidth, (пристапено 19.07.2022).
[91] Steven Buchko, What Is Blockstack (STX)? | The First SEC-Qualified Token Offering, [Internet], URL:
https://coincentral.com/blockstack-stx, (пристапено 19.07.2022).
[92] Wikipedia,
Доменски
именски
систем,
[Internet],
URL:
https://mk.wikipedia.org/wiki/Доменски_именски_систем, (пристапено 19.07.2022).
[93] Etutorials, Microsoft Products, Lesson 6: Understanding Active Directory Concepts, [Internet], URL:
https://etutorials.org/Microsoft+Products/microsoft+windows+xp+professional+training+kit/Chapter+5++Using+the+DNS+Service+and+Active+Directory+Service/Lesson+6nbspUnderstanding+Active+Directory+C
oncepts/ (пристапено 19.07.2022).
[94] De Filippi, Primavera, and Benjamin Loveluck. "The invisible politics of bitcoin: governance crisis of a
decentralized infrastructure." Internet policy review 5, no. 4 (2016).
[95] Venkata Marella, Bitcoin: A Social Movement Under Attack, [Internet], URL:
https://core.ac.uk/download/pdf/301373906.pdf, (пристапено 19.07.2022).
[96] Tashevski, Panche, et al. "Application of the Blockchain Technology in Medicine and Healthcare."
(2021): 65-69.
[97] Samuel, Arthur L. "Some studies in machine learning using the game of checkers. II—Recent progress."
IBM Journal of research and development 11.6 (1967): 601-617.
[98] Mitchell, Tom M., and Tom M. Mitchell. Machine learning. Vol. 1. No. 9. New York: McGraw-hill,
1997.
[99] Aponte-Novoa, Fredy Andres, Ana Lucila Sandoval Orozco, Ricardo Villanueva-Polanco, and Pedro
Wightman. "The 51% attack on blockchains: A mining behavior study." IEEE Access 9 (2021): 140549-140564.
[100] Chen, Guang, Bing Xu, Manli Lu, and Nian-Shing Chen. "Exploring blockchain technology and its
potential applications for education." Smart Learning Environments 5, no. 1 (2018): 1-10.
[101] Hayes, Adam S. "Cryptocurrency value formation: An empirical study leading to a cost of production
model for valuing bitcoin." Telematics and informatics 34, no. 7 (2017): 1308-1321.
[102] Er-Rajy, L., A. El Kiram My, M. O. H. A. M. E. D. El Ghazouani, and O. Achbarou. "Blockchain:
Bitcoin wallet cryptography security, challenges and countermeasures." Journal of Internet Banking and
Commerce 22, no. 3 (2017): 1-29.
[103] Dewi, Christine, and Rung-Ching Chen. "Random forest and support vector machine on features
selection for regression analysis." Int. J. Innov. Comput. Inf. Control 15, no. 6 (2019): 2027-2037.
[104] RDRR, forecastML: Time Series Forecasting with Machine Learning Methods, [Internet], URL:
https://rdrr.io/cran/forecastML/man/create_lagged_df.html, (пристапено 19.07.2022).
[105] Zach, How to Build Random Forests in R (Step-by-Step), [Internet], URL:
https://www.statology.org/random-forest-in-r, (пристапено 19.07.2022).
[106] Leo Breiman, Random Forest, Statistics Department University of California, Berkeley, 2001.
[107] Chai, Tianfeng, and Roland R. Draxler. "Root mean square error (RMSE) or mean absolute error
(MAE)." Geoscientific Model Development Discussions 7, no. 1 (2014): 1525-1534.
[108] Folkers, Casper. "Scalable machine learning algorithms on a big data infrastructure." (2016).
[109] Cash, Bitcoin. "Bitcoin cash." Development 2 (2019).
[110] Kriskó, Andrea. "Crypto currencies–currencies governed by belief Bitcoin, Piggycoin, Monero,
Peercoin, Ethereum and the rest." In Conference book Konferenciakötet, p. 283. 2013.
[111] King, Sunny. "Primecoin: Cryptocurrency with prime number proof-of-work." July 7th 1, no. 6 (2013).
[112] Ramos, Daniel, and Gabriel Zanko. "A Review of Zcash as a Cryptocurrency Platform Aimed Towards
Maintaining Privacy Between All Parties." (2021).
[113] Duffield, Evan, and Daniel Diaz. "Dash: A privacycentric cryptocurrency." (2015): 7- 8.
[114] Deniz, Asena, and Dilek Teker. "Determinants of Cryptocurrency Market: An Analysis for Bitcoin,
Ethereum and Ripple." International Journal of Business and Social Science 11, no. 11 (2020).
[115] Siddiqui, Shiza. "Long Term Comovement among Cryptocurrencies: an Application of Cointegration
Analysis." (2020).
[116] Pîrjan, Alexandru, Dana-Mihaela PETROŞANU, Mihnea Huth, and Mihaela NEGOIȚĂ.
"RESEARCH ISSUES REGARDING THE BITCOIN AND ALTERNATIVE COINS DIGITAL
CURRENCIES." Journal of Information Systems & Operations Management 9, no. 1 (2015).
[117] Jacobs, Frederic. "Providing better confidentiality and authentication on the Internet using Namecoin
and MinimaLT." arXiv preprint arXiv:1407.6453 (2014).
[118] Kasireddy, Preethi. "How does Ethereum work, anyway." Medium (2017).

24

Improving the performance of financial services using blockchain technology

[119] Leo
Breiman,
Adele
Cutler,
Random
forests,
[Internet],
URL:
https://www.stat.berkeley.edu/~breiman/RandomForests/cc_home.htm.
[120] Branko Žitko, Upotreba stabla odlučivanja kod testiranja znanja metodom kviza, [Internet], URL:
https://bib.irb.hr/datoteka/145853.Upotreba_stabla_odlucivanja_u_testiranju_znanja_pomocu_kviza.pdf

25

